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PART ONE: OVERVIEW OF POSITION AND STATEMENT OF FACTS 
 
1. CONCISE OVERVIEW OF POSITION 

1. The main question in this appeal is whether an accused person whose text messages are 

found on a third party’s cell phone has standing to challenge the seizure and examination of the 

phone. This is narrow question. This Court is not asked to decide whether the police can seize 

and examine a third party’s phone without a search warrant or other lawful authority, or intercept 

text messages without a wiretap authorization, or seize sent text messages from a service 

provider without a production order. They obviously cannot, and, contrary to the appellant’s 

submissions, the Crown does not suggest otherwise. The narrow question is whether the sender 

of a text message can reasonably assert a personal expectation of privacy in copies of his or her 

stored text messages recovered from someone else’s phone. The Crown submits the answer is no. 

 
2. The sender’s lack of control over and inability to regulate access to the stored messages 

compel this conclusion. Control and ability to regulate access have always been central to the 

concept of privacy. Having knowingly relinquished control over the messages to a recipient – 

who, in his or her sole discretion, can retain them, share them, copy them, or post them online – 

the sender cannot sensibly claim an expectation of privacy over them. Any other conclusion 

would run contrary to settled law on standing. It would also create serious negative consequences 

for the administration of criminal law; prolong and complicate criminal proceedings; and allow 

an accused person to benefit unjustly from alleged breaches of a third party’s rights. 

 
3. This appeal also raises important questions about the application of the curative proviso, and 

fundamental practical questions about search warrant drafting and review. The appellant argues 

that the trial judge wrongly admitted text messages found on his co-accused’s cell phone. The 

Crown disagrees, but argues in the alternative that if the text messages were improperly 

admitted, the curative proviso should apply because the trial judge wrongly excluded identical 

text messages found on the appellant’s cell phone. LaForme J.A., dissenting in the court below, 

held the proviso could not apply to cancel out these reciprocal errors. The Crown disagrees. And 

the Crown submits the trial judge’s decision to exclude the text messages from the appellant’s 

phone is marred by fundamental errors respecting warrant drafting and review. The Crown asks 

this Court to provide guidance to the police and to the courts on these important issues. 
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2. CONCISE STATEMENT OF FACTS 

a) The offences 

4. The appellant was found guilty after trial of seven offences involving the possession, conspiracy 

to traffic and trafficking of 13 handguns with ammunition. He was a member of a commercial 

enterprise dedicated to trafficking illegal handguns. He and his co-accused, Mr. Winchester, worked 

together to obtain and distribute the guns. The appellant was instrumental in the distribution chain. 

He took purchase orders from criminals and then directed Mr. Winchester, who had a restricted 

firearms licence, on what to purchase. He received the handguns and ammunition from Mr. 

Winchester and then conveyed them to his buyers and arranged for payment. He knew he was 

selling the guns to be used for unlawful purposes. He knew the lethal risk the firearms presented to 

the community. This risk materialized. Two of the handguns were recovered at crime scenes. The 

majority of the others remain outstanding.1 Given the gravity of his offences, the appellant was 

sentenced to nine years’ imprisonment.2  

 
5. The appellant had no defence on the merits.  

 
b) The application to exclude the incriminating text messages 

6. The appellant’s only defence at trial was an application to exclude the incriminating evidence 

against him under sections 8 and 24(2) of the Charter. The incriminating evidence consisted mainly 

of text messages between the appellant and Mr. Winchester. Police obtained exactly the same 

incriminating text messages from two different seized cell phones: Mr. Winchester’s cell phone and 

the appellant’s cell phone. The text messages from either cell phone (if admissible) equally support 

the appellant’s convictions. They are indistinguishable.3 

 
c) The seizure and examination of Mr. Winchester’s cell phone 

7. Mr. Winchester’s cell phone was seized incidental to his arrest, without a warrant. The Crown 

concedes the seizure of the phone and the warrantless examination of its data were not section 8 

Charter compliant. But despite this concession, the facts surrounding the seizure and examination 
                                                      
1 Reasons for Judgment, Respondent’s Record, Tab 1, at pp. 4-24; Reasons for Sentence, Respondent’s Record, Tab 
2, at paras. 2-8, 13, 33-36. 
2 Reasons for Sentence, Respondent’s Record, Tab 2, at pp. 19-22. 
3 Reasons on Section 8/24(2) Application, Appellant’s Record, Tab 1A, at para. 122; Crown’s Submissions, 
Transcript dated June 25, 2014, Respondent’s Record, Tab 5, at pp. 77-78.  
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still matter. These facts support the Crown’s position that the Charter-infringing conduct was not 

serious and the text messages from Mr. Winchester’s phone should not be excluded under section 

24(2) of the Charter. Consider the following five facts. 

 
1. Mr. Winchester’s arrest was lawful 

8. The trial judge so found. At the time of Mr. Winchester’s arrest, police had obtained warrants to 

search his car and residences. Mr. Winchester’s arrest was supported by the same evidence that led 

to the issuance of the search warrants. This evidence established reasonable grounds to believe that 

Mr. Winchester and the appellant were working together as firearms traffickers.4 

 
2. There was a reasonable basis to seize the cell phone incident to Mr. Winchester’s 

lawful arrest 

9. The Crown did not call the arresting officer to testify, so there was no evidence of the arresting 

officer’s subjective basis to seize the phone. But the evidence established that there was an 

objectively reasonable basis to seize the phone. Again, the trial judge so found.5 The search 

warrants the police had obtained authorized them to search for and seize Mr. Winchester’s cell 

phone in his car and residences, so the police had satisfied the issuing justice there were reasonable 

grounds to believe Mr. Winchester’s cell phone would afford evidence. On appeal, the appellant 

does not challenge these grounds.6 The same grounds establish a reasonable basis to seize the cell 

phone incident to Mr. Winchester’s arrest. 

 
3. There was a reasonable explanation for the cursory examination of the data on the 

phone conducted back at the police station 

10. After Mr. Winchester was arrested, police executed the warrants to search his car and his 

residences (they seized several firearms). At the same time, officers executed a warrant to search the 

appellant’s residence and they arrested the appellant on-scene. The police officers then returned to 

the station, with the accused persons in custody and the evidence in hand. Approximately two hours 

after Mr. Winchester’s arrest, the officer-in-charge, Detective Wilson, briefly looked at the data on 

                                                      
4 Reasons on Section 8/24(2) Application, Appellant’s Record, Tab 1A, at paras. 69-73; 104; Exhibit 8: Redacted 
Information to Obtain Search Warrants, Respondent’s Record, Tab 11. 
5 Reasons on Section 8/24(2) Application, Appellant’s Record, Tab 1A, at para. 104. 
6 Appellant’s Factum, at para. 7. 
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Mr. Winchester’s phone. This was a “cursory search”, as described by the trial judge.7 Although he 

had no notes about what he saw, Detective Wilson testified that he noticed text messages between 

Mr. Winchester and the appellant but did not read them. He was aware that data on an iPhone can 

be remotely deleted and became concerned about the potential loss of evidence. So he directed 

another officer to photograph the text messages.8 At trial, the Crown and defence agreed Detective 

Wilson could have done things differently; he could have prevented the loss or destruction of the 

evidence without viewing or photographing the text messages if he had removed the SIM card from 

the phone.9 But there is no suggestion Detective Wilson knew this at the time. 

 
4. The subsequent full forensic examination of the data on the phone may have been 

lawful back in 2012 when it took place 

11. Approximately 3 ½ hours after Detective Wilson’s cursory examination of Mr. Winchester’s 

phone, the phone was submitted to the Toronto Police tech crimes unit for a full forensic 

examination. The investigators did not obtain a warrant for this examination.10 As this Court 

observed in its 2014 decision in Fearon, the law may have allowed this back in 2012, when this 

investigation was underway, but now it does not.11 

 
5. The full forensic examination of the phone was not indiscriminate 

12. As the appellant points out, the investigators did not place any limits on the forensic 

examination to be conducted by the tech crimes unit. At trial, the Crown and defence agreed “there 

were no restrictions upon the searches that the technical officers were engaged in, that the scope of 

the – of the analysis that was done extended beyond simply the text messages, but to the content 

more generally, of these items.”12 However, the evidence suggests the forensic examination was not 

indiscriminate. The tech crimes unit prepared a “Case Summary Report” respecting the receipt and 

analysis of Mr. Winchester’s phone.13 The report shows that the tech crimes unit had a copy of a 

search warrant in its file, and the search warrants issued in this case identified various categories of 

relevant documents and data to be searched for and seized. Moreover, the Case Summary Report 
                                                      
7 Reasons on Section 8/24(2) Application, Appellant’s Record, Tab 1A, at para. 3. 
8 Reasons on Section 8/24(2) Application, Appellant’s Record, Tab 1A, at paras. 12-19. 
9 Agreed Statement of Fact, Transcript dated June 25, 2014, Respondent’s Record, Tab 6, at pp. 73-74. 
10 Exhibit 2: Agreed Statement of Fact, Respondent’s Record, Tab 10, at paras. 18-19. 
11 R. v. Fearon, 2014 SCC 77, [2014] 3 S.C.R. 621, at para. 2 [Fearon]. 
12 Agreed Statement of Fact, Transcript of June 25, 2014, Respondent’s Record, Tab 6, at pp. 66-68. 
13 As indicated below, this “Case Summary Report” also applied to the receipt and analysis of the appellant’s cell 
phone. 
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contained a section entitled “Case Notes” which described specific categories of relevant data under 

the heading “Mobile Phone Examination”.14 

 
d) The appellant’s testimony about the text messages on Mr. Winchester’s phone 

13. The appellant testified on the section 8/24(2) application and acknowledged he was the author 

of the gun trafficking text messages found on Mr. Winchester’s phone. The appellant asserts in his 

factum that: 

He expected those text messages to be kept confidential by Winchester. Mr. Marakah had 
deleted those text messages from his own cell phone, and had told Winchester a number of 
times to delete the messages at his end.15 

This accurately summarizes the appellant’s testimony, but this testimony must be considered in light 

of the trial judge’s findings about it and the context in which it was provided: 

• The trial judge’s findings: The trial judge concluded he “had some difficulty” accepting the 
appellant’s evidence that he expected the messages to be kept confidential.16 

• The context: The trial Crown made submissions on standing before the appellant testified. In 
her submissions, the trial Crown stressed there was no evidence the appellant had told 
Mr. Winchester to delete the text messages or keep them secure.17 Having heard these 
submissions, the appellant then testified (either by extraordinary coincidence or by 
calculated design) that he had asked Mr. Winchester to delete the messages because he 
was concerned they disclosed their weapons trafficking offences.18 There was no proof of 
this request in the text messages themselves.19 Regardless of whether the appellant asked 
Mr. Winchester to delete the messages, the appellant also acknowledged: 

 He did not know if Mr. Winchester had deleted the messages (he had not). 

 He was not paying for Mr. Winchester’s phone. 

 He had no control over what Mr. Winchester did with his phone or whom he showed 
the texts to. 

 He knew it was a risk every time they sent text messages. 

 He had talked to Mr. Winchester about installing Blackberry Messenger because it 
was more secure, but Mr. Winchester had not done so, so they continued to traffic in 
firearms through text messages, a less secure means of communication.20 

 

                                                      
14 Exhibit 11: Case Summary Reports, Respondent’s Record, Tab 12. 
15 Appellant’s Factum, at para. 19. 
16 Reasons on Section 8/24(2) Application, Appellant’s Record, Tab 1A, at para. 91. 
17 Crown’s Submissions, Transcript of April 2, 2014, Respondent’s Record, Tab 3, at p. 65. 
18 Evidence of Nour Marakah, Transcript of June 27, 2014, Respondent’s Record, Tab 7, at p. 15. 
19 Exhibit 1(1), Tab 4: Text Messages, Respondent’s Record, Tab 13. 
20 Evidence of Nour Marakah, Transcript of June 27, 2014, Respondent’s Record, Tab 7, at pp. 15-16, 19-23. 
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e) The trial judge’s findings respecting the seizure and examination of Mr. Winchester’s 
phone 

14. The trial judge concluded the appellant did not have standing to challenge the lawfulness of the 

seizure and examination of Mr. Winchester’s phone. In reaching this finding he held: 

• He had some difficulty accepting the appellant’s evidence that he expected the messages on 
Mr. Winchester’s phone to be kept confidential. 

• There was no evidence the appellant had any ownership interest in Mr. Winchester’s phone. 

• There was no evidence the appellant had any control over Mr. Winchester’s phone. 

• Although the appellant obviously had “some concern” about what would happen to his gun 
trafficking text messages, he sent the messages knowing he had no control over what would 
happen to them once they reached Mr. Winchester’s phone. 

• The fate of text messages, like e-mails and letters, is “entirely at the whim of the recipient”. 

• Text messages are unlike telephone conversations because they necessarily involve the 
creation of a permanent record of the message that is beyond the control of the sender. 

• Mr. Winchester owed no obligation of confidentiality to the appellant. 

• The appellant acknowledged he could not direct what Mr. Winchester did with the text 
messages. 

• The appellant acknowledged he was taking a risk sending the text messages.21 

 
15. The trial judge’s finding that the appellant lacked standing obviated the need to consider 

whether the warrantless seizure and examination of Mr. Winchester’s phone were lawful. 

Nevertheless, the trial judge concluded they were not. The trial judge held the police had reasonable 

grounds to arrest Mr. Winchester, and their actions in searching the phone were neither intrusive nor 

objectively unreasonable.22 However, he held that, for three reasons, the Crown had failed to prove 

that the seizure and examination of the phone were lawfully incident to arrest: 

i. There was no evidence from the arresting/seizing officer about why he seized the phone.23 

ii. There was no evidence about what the examinations of the phone actually entailed (beyond 
the Case Summary Report, summarized above). 

iii. The cursory search at the station and the subsequent forensic examination were not 
temporally connected to the arrest – they occurred hours after the fact.24 

 
                                                      
21 Reasons on Section 8/24(2) Application, Appellant’s Record, Tab 1A, at paras. 92-105. 
22 Reasons on Section 8/24(2) Application, Appellant’s Record, Tab 1A, at para. 104. 
23 Having taken the position that the appellant did not have standing, the Crown did not call the officer who arrested Mr. 
Winchester as a witness on the section 8/24(2) application. 
24 Reasons on Section 8/24(2) Application, Appellant’s Record, Tab 1A, at paras. 106-114. 
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16. The trial judge did not conduct a section 24(2) analysis concerning the admissibility of the text 

messages from Mr. Winchester’s phone. Having concluded the appellant did not have standing, the 

messages were admissible. 

 
f) The seizure and examination of the appellant’s cell phone 

17. When police were executing the Winchester search warrants and arresting Mr. Winchester, they 

were also simultaneously executing a search warrant at the appellant’s apartment. The appellant was 

in the apartment alone and he was arrested. The warrant allowed the police to search for and seize 

several different items25, but the police only ended up seizing four items: the appellant’s cell phone, 

a USB thumb drive, a laptop computer, and $4,000 cash. The only item relied upon by the Crown in 

support of its case was the cell phone.26 Following the execution of the warrant and the appellant’s 

arrest, the cell phone was examined back at the police station. The phone was then submitted to the 

Toronto Police tech crimes unit for a full forensic examination. The examination was conducted the 

day after the seizure.27 The tech crimes unit’s “Case Summary Report,” referred to above, which 

identified various categories of relevant data under the heading “Mobile Phone Examination”, 

applied to the appellant’s phone as well as to Mr. Winchester’s phone.28 The examination revealed 

that all the incriminating messages from Mr. Winchester’s phone were also found in the deleted 

messages in the appellant’s phone. The messages showed the appellant was instructing Mr. 

Winchester to purchase particular firearms and ammunition for criminal resale to others.29 

 
g) The trial judge’s findings respecting the seizure and examination of the appellant’s cell 

phone 

18. The trial judge found there was sufficient and credible evidence supporting the issuance of the 

warrant to search the appellant’s apartment, and the appellant does not contest this finding on 

appeal.30 However, the trial judge concluded that the warrant’s descriptions of some (not all) of the 

items to be searched for and seized were overbroad, and there were insufficient grounds to search 

                                                      
25 These items are described in more detail below. 
26 The seized cash was relevant on sentencing. See: Reasons for Sentence, Transcript of February 20, 2015, p. 17.  
27 Reasons on Section 8/24(2) Application, Appellant’s Record, Tab 1A, at paras. 20-21. 
28 Exhibit 11: Case Summary Reports, Respondent’s Record, Tab 12. 
29 Exhibit 1(1), Tab 4: Text Messages, Respondent’s Record, Tab 13; Admission re: Content of Text Messages, 
Transcript of April 2, 2014, Respondent’s Record, Tab 4, at pp. 28-29. 
30 Appellant’s Factum, at para. 4. 
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for and seize some (not all) of the electronic devices described in the warrant.31 The allegedly 

overbroad and unsupported terms in the warrant were not the basis for the seizure of the appellant’s 

cell phone. Even if the allegedly overbroad and unsupported terms were severed from the warrant, 

the warrant would still have authorized the search of the apartment and the seizure of the cell phone 

(this point is developed in more detail below). At trial, defence counsel recognized that offending 

terms can be severed from a search warrant without affecting the validity of the warrant as a 

whole.32 But the trial judge took a different approach. Despite sufficient grounds for the issuance of 

the warrant, and despite sufficient grounds for the search and seizure of cell phones, he concluded 

that the other offending terms rendered the warrant invalid as a whole, with the result that the entire 

search of the residence was conducted “without lawful authority”.33 

 
19. The trial judge also held that even if the search warrant was valid, it would not have authorized 

the seizure of the appellant’s cell phone. The reason was that the appellant momentarily grabbed his 

cell phone during warrant execution. As a matter of law, a section 487 search warrant cannot 

authorize the search of a person. The warrants issued in this case explicitly referred to this limit.34 

The trial judge concluded that because of this limit, the cell phone, which was in the appellant’s 

hand for a fleeting moment during warrant execution, was not seized pursuant to the warrant.35 The 

relevant facts are these. The cell phone was sitting on a desk in the appellant’s apartment as police 

rammed the door in execution of the warrant. The appellant grabbed the cell phone and had it in his 

hand for a few seconds until he was arrested and the phone fell to the floor and was seized. 

According to the appellant’s testimony, which the trial judge accepted, the phone was not “on his 

person” when police commenced execution of the warrant. The appellant was listening to music 

when he heard the loud banging of police ramming the door. Only after hearing that did he pick up 

his cell phone. Seconds later police were in the room yelling for him to get on the ground. He did 

                                                      
31 The Crown disputes these findings. 
32 Defence Submissions, Transcript of July 14, 2014, Respondent’s Record, Tab 8, at pp. 29-30. 
33 Reasons on Section 8/24(2) Application, Appellant’s Record, Tab 1A, at paras. 56-68; 119. 
34 The warrants authorized the search for and seizure of electronic devices, including cell phones, “where not found 
on the person of anyone on the premises.” See: Reasons on Section 8/24(2) Application, Appellant’s Record, Tab 
1A, Schedule A, category 6. 
35 Reasons on Section 8/24(2) Application, Appellant’s Record, Tab 1A, at paras. 77-81. 
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not comply with this lawful demand, so an officer “took him down” and, in doing so, knocked the 

cell phone from his hand. Another officer later seized the phone from the floor.36 

 
20. The trial judge concluded the operative time for determining if the cell phone was on the 

appellant’s person was not when the warrant was executed, and not when the phone was seized: it 

was the fleeting moment in-between when the police “entered the room where [the appellant] was,” 

at which point the appellant was momentarily holding the phone in his hand.37 Based on this 

holding, the Crown could not rely on the warrant as authority for the seizure of the phone.  

 
21. Having concluded the search warrant was invalid as a whole and the seizure of the cell phone 

was not authorized by the warrant, the trial judge found a section 8 violation and considered 

admissibility of the text messages from the appellant’s cell phone under section 24(2) of the 

Charter. Applying the three Grant factors, he concluded the text messages should be excluded: 

• The seriousness of the Charter-infringing state conduct: The trial judge concluded there was 
no bad faith on the part of the officers in obtaining the search warrant. There was no 
systemic failure within the Toronto Police Service. And there was no bad faith or improper 
behaviour during warrant execution.38 

• The impact of the breach on the Charter-protected interests of the accused: The trial judge 
concluded the impact was significant insofar as it involved the forced entry and extensive 
search of the appellant’s residence “without lawful authority”.39 

• Society’s interest in the adjudication of the case on its merits: The trial judge coupled his 
finding to his earlier finding that the same text messages from Mr. Winchester’s phone were 
admissible. He reasoned that because the text messages from Mr. Winchester’s phone were 
admissible, the exclusion of the same text messages from the appellant’s phone would not 
undermine society’s significant interest in a trial of these very serious offences on the merits. 
This factor thus favoured exclusion of the text messages from the appellant’s phone.40 

 
22. On appeal, the appellant seeks to uphold the trial judge’s decision to exclude the text messages 

from the appellant’s phone, but he also seeks exclusion of the text messages from Mr. Winchester’s 

phone. If this position were accepted, there would be nothing left of the Crown’s case, so the 

appellant asks this Court to enter acquittals on all counts. 

                                                      
36 Evidence of Nour Marakah, Transcript of June 27, 2014, Respondent’s Record, Tab 7, at pp. 10-12; Defence 
Submissions, Transcript of July 15, 2014, Respondent’s Record, Tab 9, at p. 6. 
37 Reasons on Section 8/24(2) Application, Appellant’s Record, Tab 1A, at para. 81. 
38 Reasons on Section 8/24(2) Application, Appellant’s Record, Tab 1A, at paras. 117-118.  
39 Reasons on Section 8/24(2) Application, Appellant’s Record, Tab 1A, at paras. 119-120. 
40 Reasons on Section 8/24(2) Application, Appellant’s Record, Tab 1A, at paras. 121-122. 
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PART TWO: STATEMENT OF ISSUES 
 
23. The appellant raises the following questions: 

 
(1) Did the Ontario Court of Appeal err in holding that the appellant had no 

“standing” to bring a s. 8 Charter challenge concerning the search and seizure of 
text messages from Mr. Winchester’s cell phone? 
No. The appellant’s standing claim should be rejected. His position is inconsistent with 

settled law on standing. It would create serious negative consequences for the 

administration of criminal law. It would prolong and complicate criminal proceedings. 

And it would allow an accused person to benefit unjustly from alleged breaches of a third 

party’s rights. 

 
(2) If the answer to (1) is yes, should the evidence obtained be excluded pursuant to s. 

24(2) of the Charter? 
No. The evidence should not be excluded. There were ample grounds justifying the 

seizure and examination of Mr. Winchester’s cell phone. The text messages could and 

would have been obtained lawfully. The appellant’s privacy interest in the messages is 

minimal, and society’s interest in adjudication of this serious case on the merits is high. 

 
24. The respondent raises the following additional questions: 

 
(3) If the answer to (2) is yes, would the “curative proviso” apply if the same text 

messages are admissible from another source? 
Yes. The proviso would apply. The appellant is not entitled to acquittals or an order for a 

new trial if exactly the same evidence that led to his convictions should have been 

admitted from another source. It would be a shocking impediment to the proper 

administration of justice to allow the appellant’s appeal in such circumstances. 

 
(4) Were the same text messages admissible from another source? 

Yes. Exactly the same text messages were admissible from the appellant’s cell phone. 

There was no section 8 violation in relation to the seizure and examination of the 

appellant’s cell phone. Even if there was, the evidence should not be excluded pursuant to 

section 24(2) of the Charter.  
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PART THREE: STATEMENT OF ARGUMENT 
 

1. THE APPELLANT’S STANDING CLAIM SHOULD BE REJECTED 

25. The main issue to be decided in this appeal is whether an accused person whose text messages 

are found on a third party’s cell phone has standing to challenge the seizure and examination of that 

phone. The majority of the Ontario Court of Appeal held the answer is no. The appellant argues the 

majority erred in reaching this conclusion, and asks this Court to adopt the opposing position of 

LaForme J.A., dissenting. The appellant’s position should be rejected: 

a) The appellant’s position is inconsistent with the established law on standing 

b) The appellant’s position is inconsistent with American Fourth Amendment jurisprudence 

c) This Court’s decisions in Telus and Duarte do not support the appellant’s position 

d) Accepting the appellant’s position would have serious negative consequences 

e) Accepting the Crown’s position would not lead to the problematic consequences identified 
by the appellant 

 
a) The appellant’s position is inconsistent with the established law on standing 

26. The established law on standing precludes a finding that an accused person has a reasonable 

expectation of privacy in a record of sent text messages stored on another person’s phone. 

 
1. The law on standing: the Edwards and Tessling factors and the importance of 

control and the ability to regulate access 

27. The purpose of section 8 of the Charter is to protect against unreasonable state intrusions on the 

privacy rights of the individual.41 It protects people, not places. In keeping with this purpose, this 

Court held in Edwards that an accused has standing to challenge a search or seizure under section 8 

of the Charter only if his or her personal privacy rights are engaged.42 The accused bears the burden 

of satisfying the court, on a balance of probabilities, that he or she personally has a reasonable 

expectation of privacy in the place searched or the thing seized by the state. Where an accused fails 

to meet this burden, he or she cannot rely on an alleged breach of a third party’s privacy rights to 

seek exclusion of evidence under section 24(2) of the Charter. Where an accused asserts a personal 

expectation of privacy, the court must assess whether “in light of the totality of the 

                                                      
41 Hunter v. Southam, [1984] 2 S.C.R. 145. 
42 R. v. Edwards, [1996] 1 S.C.R. 128, at paras. 34, 45 [Edwards]. 
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circumstances” the asserted expectation of privacy is reasonable.43 In Edwards, this Court 

outlined a non-exhaustive list of factors courts should consider: 

(i)    presence at the time of the search 

(ii)   possession or control of the property or place searched 

(iii)  ownership of the property or place 

(iv)  historical use of the property or item 

(v) the ability to regulate access, including the right to admit or exclude others from the 
place 

(vi)  the existence of a subjective expectation of privacy 

(vii) the objective reasonableness of the expectation.44 

 
28. The relevance of these factors is not limited (as the appellant and LaForme J.A., dissenting, 

seem to suggest45) to territorial and personal privacy. They have relevance to informational 

privacy claims as well. In Cole, for example, this Court assessed the accused’s informational 

privacy claim over the data in his workplace computer, and considered, among other factors, the 

ownership of the computer (Edwards factor (iii)), the use of the computer (Edwards factor (iv)), 

and the ability of the accused to control and regulate access to the data on the computer 

(Edwards factors (ii) and (v)).46 This Court held that Mr. Cole’s lack of exclusive control over 

the data on the computer and his inability to completely restrict access to the data on the 

computer were both factors that weighed against a reasonable expectation of privacy.47 There 

were, however, other factors that pulled in the opposite direction and led this Court to conclude 

that, on the facts, there was a reasonable expectation of privacy, albeit a reduced one. 

 
29. The Edwards factors were developed in a case where the key issue was whose privacy was 

engaged by a search of an indisputably private place (a residence).48 But they are also applicable 

where the issue is not whose privacy interest is engaged, but rather whether the state action 

                                                      
43 Edwards, at paras. 31, 45; R. v. Tessling, 2004 SCC 67, [2004] 3 S.C.R. 432, at para. 17 [Tessling]; R. v. Simpson, 
2015 SCC 40, [2015] 2 S.C.R. 827, at para. 47. 
44 Edwards, at para. 45.  
45 Appellant’s Factum, at para. 43; Reasons of LaForme J.A., dissenting, Appellant’s Record, Tab 1B, at para. 115. 
46 R. v. Cole, 2012 SCC 53, [2012] 3 S.C.R. 34, at paras. 51, 54, 56 [Cole]. 
47 Cole, at para. 39. 
48 R. v. Belnavis, [1997] 3 S.C.R. 341 [Belnavis SCC]; R. v. Plummer, 2011 ONCA 350, 272 C.C.C. (3d) 172. See 
also R. v. Lauda, [1998] 2 S.C.R. 683; R. v. Buhay, 2003 SCC 30, [2003] 1 S.C.R. 631 [Buhay]; R. v. Hyatt, 2003 
BCCA 27, 171 C.C.C. (3d) 409, at paras. 31-41; R. v. Steele, 2015 ONCA 169, 330 C.R.R. (2d) 199, leave to appeal 
to S.C.C. refused, [2015] S.C.C.A. No. 197.  
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engages anyone’s privacy interest at all and, if so, the nature and extent of that privacy interest. 

In such cases, this Court has placed particular emphasis on two of the Edwards factors: the 

existence of a subjective expectation of privacy (Edwards factor (vi)) and the objective 

reasonableness of the expectation (Edwards factor (vii)).49 In Tessling, this Court developed a 

list of factors to be applied in this context in assessing whether the state action engages an 

expectation of privacy: 

(i) the place where the alleged “search” occurred 

(ii) whether the subject matter was in public view 

(iii) whether the subject matter had been abandoned 

(iv) whether the information was already in the hands of third parties 

(v) whether the police technique was intrusive in relation to the privacy interest 

(vi) whether the use of the evidence gathering technique was itself objectively unreasonable 

(vii) whether the technique exposed any intimate details of the respondent’s lifestyle, or 
information of a biographical nature.50 

 
30. The factors set out in Tessling do not supplant the Edwards factors. The Tessling factors 

function within the Edwards framework; they inform the analysis of whether a person’s 

expectation of privacy is objectively reasonable. Like the Edwards factors, they direct courts to 

consider, inter alia, whether the Charter claimant has control over the subject matter of the 

search, and the ability to regulate and limit access to the subject matter of the search. Whether 

the subject matter is in public view (Tessling factor (ii)), whether the subject matter has been 

abandoned (Tessling factor (iii)), and whether it is in the hands of third parties (Tessling factor 

(iv)) are all directed at the issues of control and limiting access.51 

 
31. This focus on control and limiting access makes sense because, as Doherty J.A. recognized in 

Belnavis, control and ability to regulate access are “central to the privacy concept”.52 As this 

Court held in Tessling, informational privacy is all about “the claim of individuals … to 

determine for themselves when, how and to what extent information about them is 

                                                      
49 Tessling, at para. 19; Simpson, at para. 47. 
50 Tessling, at paras. 24, 32; R. v. Spencer, 2014 SCC 43, [2014] 2 S.C.R. 212, at para. 35 [Spencer]; R. v. Patrick, 
2009 SCC 17, [2009] 1 S.C.R. 579, at para. 27 [Patrick]. 
51 Tessling, at paras. 24, 32. 
52 R. v. Belnavis (1996), 107 C.C.C. (3d) 195 (Ont. C.A.), at para. 33. 
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communicated to others.”53 So privacy invariably depends on the manner in which people chose 

to share, manage and protect their personal information, including whether they relinquish 

control over it. This comports with a key normative precept underlying section 8 of the Charter: 

people should be able to expect that the places, items and information they choose to keep in 

their control and regulate access to are private. This precept does not hold true for items and 

information – like copies of sent letters, text messages, emails, or social media chats – that a 

person has voluntarily relinquished control over, knowing that the items or information may, at 

the fancy of another, be further shared, seen or disseminated.54 

 
32. Several decisions of this Court confirm the importance of control and the ability to regulate 

access in assessing privacy claims: 

• R. v. Edwards: The accused’s inability to control access to his girlfriend’s apartment was 
held by a majority of this Court to be a key factor militating against a reasonable 
expectation of privacy.55  

• R. v. Buhay: In assessing the reasonableness of an expectation of privacy in a locked bus 
station locker, this Court found it relevant that the accused paid a fee for the right to 
exclusive use of the locker; had the ability to regulate access to the locker; and had 
control and possession of its contents through possession of the key.56 

• R. v. Kang-Brown: The accused asserted an informational privacy interest in the content 
of his travel bag that was sniffed by a drug dog.57 This Court found it highly relevant that 
the accused carried the bag close to his body, did not abandon or leave it unattended, and 
took steps to control access to it.58 

• R. v. Patrick: In the context of an informational privacy claim over garbage bags set out 
for collection, a majority of this Court considered it a matter of prime importance that the 
accused did not manifest any continuing assertion of privacy or control over the bags or 
the information in them.59 It was also relevant that the garbage bags were not secure 
against intrusion, and the persons to whom control of the bags was surrendered (the 
garbage collectors) did not undertake to keep them private.60 

• R. v. Gomboc: Deschamps J, writing the plurality judgment of this Court, found it 
significant that the accused did not have exclusive control or the ability to regulate access 

                                                      
53 Tessling, at para. 23, quoting from Westin, Alan F., Privacy and Freedom (New York: Atheneum, 1970), at p. 7. 
54 R. v. Pelucco, 2015 BCCA 370, 341 C.R.R. (2d) 194, at para. 115, Goepel J.A., dissenting.  
55 Edwards, at paras. 47, 49. 
56 Buhay, at para. 21. 
57 R. v. Kang-Brown, 2008 SCC 18, [2008] 1 S.C.R. 456, at para. 175 [Kang-Brown].  
58 Kang-Brown, at paras. 175-176, 178. 
59 Patrick, at para. 39. 
60 Patrick, at paras. 55, 67. 
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to hydro consumption records he asserted were private, as the hydro company could have 
gathered the records and turned them over to police.61 

• R. v. Cole: The accused did not have exclusive control or exclusive access to information 
he stored on a work-issued computer which could be accessed by other network users and 
technicians.62 This Court found this weighed against a reasonableness expectation of 
privacy.63 However, these factors were overwhelmed by the fact the accused used the 
computer as a personal computer in accordance with workplace policies and stored highly 
revealing and meaningful personal information on its hard drive.64 

 
2. The Edwards/Tessling factors do not support the appellant’s position 

33. In the present case, the key issue is not whether text messaging, as a medium of 

communication, is something that people expect, in the abstract, to be private. The more focused 

question is whether the appellant could assert a personal expectation of privacy over digital 

copies of sent messages stored on Mr. Winchester’s phone. This question should be answered by 

applying the Edwards/Tessling factors. On a proper application of these factors, an accused 

person, like the appellant, who voluntarily sends a text message generally does not have a 

reasonable expectation of privacy in the digital copy of the message stored on the recipient’s 

phone.65  

 
34. The key Edwards/Tessling factors that dictate this result are control and ability to regulate 

access. When a person sends a text message, a digital copy of the message is necessarily stored 

on the recipient’s phone. Everyone knows this. And everyone knows the sender can neither 

regulate access nor control what happens to the phone or the recipient’s copy of the message. 

This is why people telephone one another when they do not want to risk disclosure of their 

private thoughts by creating a permanent record of them in text messages or emails. The 

recipient, not the sender, enjoys exclusive control over the recipient’s phone and the messages on 

it. The recipient can show the messages to others; forward them to others without the sender’s 

knowledge (at which point neither the sender nor the recipient can predict or control what may 

                                                      
61 R. v. Gomboc, 2010 SCC 55, [2010] 3 S.C.R. 211, at para. 41.  
62 Cole, at para. 56. 
63 Cole, at para. 54. 
64 Cole, at para. 58. 
65 The majority of the Court of Appeal for Ontario correctly reached this conclusion. The same conclusion was 
reached in the persuasive trial level decisions in Pammett, Thompson, and  Noel and in the dissenting judgment of 
Goepel J.A. of the British Columbia Court of Appeal in Pelucco. See: R. v. Pammett, 2014 ONSC 1213, [2014] O.J. 
No. 918, at para. 9; R. v. Thompson, 2013 ONSC 4624, [2013] O.J. No. 6302, at paras. 33-43; R. v. Noel, 2013 
QCCQ 15544, [2013] Q.J. No. 17903 (CQ (Crim. & Pen. Div.)); Pelucco, at paras. 88-92. 
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happen next); upload them to a shared computer; take a screenshot of them and post it online; 

deliberately or carelessly allow others to access the phone; access the messages on a crowded 

subway for all to see; or report the messages to police. These liberties are constrained only by 

specific laws of confidentiality and privilege, none of which are applicable in the present case.  

 
35. The appellant’s claim to privacy in copies of sent text messages in someone else’s possession 

and control is inconsistent with this modern reality. As the trial judge observed, it is difficult to 

accept the appellant’s evidence that he expected Mr. Winchester to keep the text messages 

private. The appellant did not know if Mr. Winchester had deleted the messages (he had not); he 

had no control over what Mr. Winchester did with his phone; he could not control to whom Mr. 

Winchester showed the texts; he knew it was a risk every time they sent text messages; and he 

had talked to Mr. Winchester about using a more secure communication platform but they opted 

instead to continue their use of less secure text messaging.  

 
36. This conclusion is not at odds with Canadian societal expectations and legal norms, as the 

appellant seems to suggest. It comports with educational initiatives taken across Canada aimed at 

teaching young people the dangers of texting and online messaging that arise from the fact that 

the recipient can, at his or her whim, share copies of received messages without the sender’s 

knowledge or consent.66 These important initiatives reflect the reality that privacy cannot be 

assured once information is shared with a recipient by text or online message. The RCMP’s 

online Internet Safety for Teens guide teaches the same important lesson: “Only share images 

you’d be okay with the world seeing. Once something has been shared, you can’t control where 

it will go next.”67 A Guideline produced by the British Columbia Ministry of Education puts 

numbers to this lesson: A sample of students in grades 4-11 across Canada showed that 24% of 

                                                      
66 Ontario Ministry of Education, Quick Facts for Parents: Learning about Online Safety, Including Risks of Sexting 
(2015), online: www.edu.gov.on.ca/eng/curriculum/elementary/HPEonline.pdf (accessed 2017-01-05); 
MyHealth.Alberta.ca, Sexting: Teens and Technology (2015), online: myhealth.alberta.ca/Alberta/Pages/Sexting-
teens-and-technology.aspx (accessed 2017-01-05); Public Legal Education and Information Service of New 
Brunswick, Child Internet Safety (2014), online: cybersafegirl.ca/photos/sites/cybersafegirl/file/ 
Safety_on_the_Internet_Parents_Guide_EN-1.pdf (accessed 2017-01-05). 
67 Royal Canadian Mounted Police, RCMP Internet Safety Tips for Teens (2016), online: bc.rcmp-
grc.gc.ca/ViewPage.action?siteNodeId=2077&languageId=1&contentId=37103 (accessed 2017-01-05). 
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students had received a “sext” from someone else, and a staggering 15% of them had forwarded 

the “sext” on to someone else.68 

 
37. It would make little sense to teach children this prudent lesson while simultaneously 

proclaiming that the law recognizes a reasonable expectation of privacy in records of sent text 

messages stored on a recipient’s phone. The reality is that people who act upon a mirage of 

online privacy by sharing their personal information or images with others are readily and 

routinely exploited, sometimes with the most tragic consequences. The solution is not to invent a 

counterfactual expectation of privacy in texts and other online messages. It is to educate people 

that, as Mr. Marakah himself acknowledged, it is always risky to send text messages because the 

sender cannot control their fate once they are in the hands of the recipient. 

 
b) The appellant’s position is inconsistent with American Fourth Amendment jurisprudence 

38. In the United States, the importance of control and ability to regulate access in assessing 

privacy claims has been accepted throughout the Fourth Amendment jurisprudence. This is 

reflected in the law governing the seizures of copies of letters and emails from recipients. Federal 

Courts have firmly and persuasively held that a person who sends a letter does not have standing 

to challenge the lawfulness of the state’s conduct that led to its seizure from the recipient.69 The 

sender has relinquished control over the content of the letter and can therefore claim no 

reasonable expectation of privacy in the recipient’s copy.  

 
39. This principle was applied by the U.S. Court of Appeals to deny Martin Luther King Jr.’s 

killer standing to seek exclusion of incriminating letters he sent his brother, which were seized in 

an allegedly unlawful search of his brother’s hotel.70 Twenty years later it became good law for 

emails, with Federal Courts affirming that a sender’s lack of control over the destiny of the 

recipient’s copy of a message precludes a reasonable expectation of privacy in that copy.71 State 

courts have appropriately applied the law on letters and emails to text messages. 

                                                      
68 British Columbia Ministry of Education, Erase Bullying: Social Media Guidelines Resource, online: 
www.erasebullying.ca/assets/pdf/social_media_guidelines.pdf (accessed 2017-01-05). 
69 United States v. Hubbard, 493 F.Supp. 209 (D.D.C. 1979); Ray v. United States Department of Justice, 658 F.2d 
608 (8th Cir. 1981) [Ray]; United States v. King, 55 F.3d 1193 (6th Cir. 1995).  
70 Ray. 
71 Guest v. Leis, 255 F.3d 325 (6th Cir. 2001); United States v. Jones, 149 Fed.Appx. 954 (11th Cir. 2005 ); United 
States v. Lifshitz, 369 F.3d 173 (2nd Cir. 2004), at para. 10. See also United States v. Maxwell, 45 M.J. 406 
(U.S.A.F. 1996), at paras. 1-4, 8-11. 
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Overwhelmingly, they have held that the same principle applies: the sender’s lack of control over 

the recipient’s phone and the recipient’s copy of the sent message render any claim to an 

expectation of privacy unreasonable.72 

 
c) This Court’s decisions in Telus and Duarte do not support the appellant’s position 

40. The appellant argues that the Court of Appeal’s finding that there is no expectation of privacy 

in sent text messages is inconsistent with this Court’s decisions in Telus and Duarte.73 It is not. 

 

41. First, Telus.74 It was not a standing case. The narrow issue in the appeal was whether a 

wiretap authorization, as opposed to a general warrant, was required to authorize the prospective, 

continuous, daily production of text messages from a telecommunications service provider. The 

Court’s adjudication of this key issue is not helpful to the appellant. However, the appellant 

relies on Telus’ conclusion that text messages are “private communications” even when stored on 

a service provider’s computer system as part of the communications process. The argument 

seems to be that if text messages are private when they are stored by Telus, they are equally 

private when they are stored on the recipient’s phone. This argument is too simplistic. “Private 

communication” is a defined term in section 183 of the Code. It means, “any … 

telecommunication … that is made under circumstances in which it is reasonable for the 

originator to expect it will not be intercepted…” The sender of a text message may reasonably 

expect the message will not be intercepted from the service provider’s computer system during 

the communications process. But this does not mean the sender can assert a reasonable 

expectation of privacy in the historical record of a text message stored on the recipient’s phone. 

 
42. Next, Duarte.75 The key point in Duarte was that it was the state that surreptitiously created a 

permanent electronic record of ephemeral oral conversations. The Court held that although we all 

have to bear the risk of the “tattletale” when we speak to others, the risk that the state will 

surreptitiously intercept our oral conversations and create a permanent record of them is a “risk of a 

different order,” so the acceptance of the former does not render an expectation of privacy against 
                                                      
72 State v. Carle, 266 Or.App. 102 (Ct. App. OR 2014); State v. Patino, 93 A.3d 40 (RI Sup. Ct. 2014); State v. 
Tentoni, 365 Wis.2d 211 (Ct. App. WI 2015). See also Fetsch v. City of Roseburg, 2012 WL 6742665 (Dist. Ct. OR 
2012). Contra: State v. Hinton, 179 Wash.2d 862 (WA Sup. Ct. 2014). 
73 Appellant’s Factum, at paras. 40-42; 51-54. 
74 R. v. Telus Communications Co., 2013 SCC 16, [2013] 2 S.C.R. 3. 
75 R. v. Duarte, [1990] 1 S.C.R. 30. 
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the latter unreasonable. By contrast, in the present case, the appellant himself made the choice to 

communicate by text message, using a medium that necessarily creates a permanent record over 

which he had no control. The risk analysis rejected in Duarte does not preclude a court from 

considering that the appellant made this choice in assessing his privacy interest in the record of 

the stored messages on someone else’s phone.76 Such choices have social and legal 

consequences, and the law should not pretend otherwise. Indeed, post-Duarte, this Court has, on 

several occasions, assessed a reasonable expectation of privacy having regard to the extent to 

which a place searched or a thing seized is secure from dissemination to or intrusion by the world 

at large. Where, as in the present case, places or things are not secure, this factor can render an 

expectation of privacy unreasonable.77 Contrary to the appellant’s submissions, this reasoning 

does not amount to the “risk analysis” rejected by Duarte. 

 
43. In addition, it should be noted that in Duarte this Court ultimately concluded that judicial 

authorization was required before a consenting undercover officer or police agent could 

surreptitiously record his or her oral conversations with a suspect. If, as the appellant suggests, 

Duarte’s reasoning applies to the present case, would this conclusion not apply as well? Would 

judicial authorization be required to seize sent text messages from a recipient’s phone even with the 

recipient’s consent? And if so, would this not put an end to virtually all consent searches of 

electronic devices? This is the issue to which the Crown’s argument now turns. 

  
d) Accepting the appellant’s position would have serious negative consequences 

44. The appellant’s position would create at least three negative consequences for the 

administration of the criminal law. 

 
1. Absurd consequences for consent searches of electronic devices 

45. The appellant’s position would compromise public safety and slow police investigations by 

illogically putting an end to consent searches of electronic devices. Victims who receive 

threatening, harassing or otherwise criminal text messages would no longer be able to go to 

police and show them their copies of the messages so police can investigate. The reason is 

straightforward. In Cole, this Court rejected the concept of “third party consent” for a computer 

                                                      
76 See R. v. Singh, 2012 ONSC 3633, [2012] O.J. No. 6583, at paras. 24-27.  
77 These cases are discussed above at paragraph 32. 
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search. According to Cole, a person cannot waive another person’s privacy interest in computer 

data by unilaterally consenting to police accessing the data. The police may only interfere with 

an individual’s privacy interests in computer data on the basis of an informed consent voluntarily 

given by the rights holder.78 Assuming Cole continues to be the law on this point, if the sender of 

text messages has a reasonable expectation of privacy in the stored messages on a recipient’s 

phone, the recipient’s consent will not justify police access to the messages. Either the consent of 

the sender or a warrant will be required. This was the absurd result in Sandhu.79 There, the 

victim alleged he was being extorted. He had received threatening text messages which he gave 

to police. The judge held that the accused, who had sent the messages, had a reasonable 

expectation of privacy in the messages on the victim’s phone, so the police breached his section 

8 rights when they examined the victim’s phone based on the victim’s consent, without a 

warrant.80 

 
46. Sandhu shows that police investigations would be illogically frustrated if the appellant’s 

position were accepted. The case law shows this harm would be far-reaching. Victims regularly 

give police copies of received text messages in cases involving harassment,81 child luring,82 

sexual assault,83 sexual interference,84 and breaches of non-communication orders.85 Parents of 

victims give police copies of text messages received by their children in cases of sexual 

interference and child luring.86 If the appellant is right, police would need judicial authorization 

before looking at text messages brought to them in these circumstances. This would delay 

investigations. It would also unjustly prioritize the accused person’s asserted right to privacy 

over the victim’s right to seek the protection of the law by disclosing his or her victimization to 

the police. 

 

                                                      
78 Cole, at paras. 74-79. 
79 R. v. Sandhu, 2014 BCSC 303. 
80 In Belcourt, the British Columbia Court of Appeal rightly held that Sandhu was wrongly decided. See: R. v. 
Belcourt, 2015 BCCA 126, 322 C.C.C. (3d) 93, at para. 52 [Belcourt CA]. 
81 R. v. Wenc, 2009 ABCA 328, 460 A.R. 366, at para. 10. 
82 R. v. Danielson, 2013 ABPC 26, [2013] A.W.L.D. 1648, at para. 22.  
83 R. v. Aguas, 2015 ONSC 3462, 335 C.R.R. (2d) 312, at para. 11; R. v. Racco, 2013 ONSC 1517, [2013] O.J. No. 
1330, at para. 28; R. v. M. (K.M.), 2012 SKQB 297, [2012] S.J. No. 472, at para. 10; R. v. Polsom, 2011 ABPC 390, 
[2011] A.J. No. 1535, at para. 21.  
84 R. v. Stanley, [2015] O.J. No. 6378 (C.J.), at para. 7 [Stanley]. 
85 R. v. Green, 2015 ONCJ 265, [2015] O.J. No. 2455, at para. 4.  
86 Stanley, at para. 5; R. v. Ganong, 2013 CarswellOnt 12187 (S.C.), Appendix, p. 8.  
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47. The majority of the British Columbia Court of Appeal in Pelucco attempted to avoid this 

illogical outcome while essentially accepting the appellant’s position. LaForme J.A., dissenting, 

adopted the majority’s reasoning.87 The majority in Pelucco held that the accused in Sandhu did 

not have a reasonable expectation of privacy for two reasons. Both are flawed. 

 
48. First, the majority in Pelucco reasoned that an expectation of privacy in sent messages on a 

recipient’s phone is objectively reasonable as against unlawful police access to the messages, but 

not as against lawful police access (which, despite Cole, apparently includes access based on the 

recipient’s unilateral consent).88 This reasoning contradicts Edwards’ holding that, “the decision 

as to whether an accused had a reasonable expectation of privacy must be made without 

reference to the conduct of the police during the impugned search” [emphasis added].89 The 

reasonableness of a search or seizure is irrelevant to the standing inquiry. Section 8 litigation 

involves two stages. First, the accused must meet his or her burden of establishing a personal 

reasonable expectation of privacy, at which point the accused has standing to challenge the 

impugned search or seizure. Only then does the court move to the second stage of the section 8 

analysis and consider the reasonableness of the search or seizure.90 The majority’s reasoning 

turns this analysis around by making a sender’s standing contingent on the lawfulness of the 

search of the recipient’s phone. Contrary to Edwards, this requires a court to first consider 

whether the conduct of the state was reasonable before determining standing.  

 
49. Second, the majority in Pelucco reasoned that a person who threatens another has no “right” 

to expect that the victim will keep the threatening texts private.91 This reasoning runs contrary to 

settled section 8 law which holds that the question whether a reasonable expectation of privacy 

exists must be framed in broad and neutral terms, with the focus placed on the person, place or 

thing searched and the purpose for which the search is undertaken, and without regard to the 

legal or illegal nature of the activity that will be sheltered if a privacy right is recognized.92 It 

also requires the courts to make unseemly normative judgements about the “rights” of criminals 

to expect privacy in various different crimes. An accused who extorts another has no “right” to 

                                                      
87 Pelucco, at para. 170. 
88 Pelucco, at paras. 49, 71. 
89 Edwards, at para. 33. 
90 Edwards, at para. 33; Patrick, at paras. 27-28. 
91 Pelucco, at para. 61. 
92 Spencer, at para. 36; Patrick, at para. 32; R. v. Wong, [1990] 3 S.C.R. 36, at p. 50.  
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expect privacy in his extortionate messages, but what of the accused who lures a child online? 

And how would the courts respond to a case where the line between victim and co-accused is not 

clear? Consider, for example, a human trafficking case in which a pimp sends incriminating text 

messages to a prostitute about their plans to traffic another victim. The prostitute is a co-

conspirator but may also be one of the pimp’s victims. Does the accused pimp have a “right” to 

privacy in his text messages seized from the prostitute’s phone with her consent? What 

normative “value judgements” will the court rely upon to reach this decision? 

 
50. Further difficulties would arise if this Court were to carve out a “consent exception” to a 

reasonable expectation of privacy in sent text messages for some or all offences. Even if Cole’s 

repudiation of third party consent could be overcome, a “consent exception” would be difficult to 

apply in practice. “Consent” means informed and voluntary consent.93 If an accused had standing 

to challenge the seizure of sent texts from a recipient’s phone, in order to invoke a “consent 

exception” the Crown might have to prove the recipient’s consent was informed and voluntary. 

This would result in time consuming litigation of the lawfulness of consent in which the accused 

could probe deeply into whether the victim of his offences lawfully consented to the examination 

of her phone. Lowrey is a recent example.94 In that case, the accused relied on Pelucco and 

Craig95 to argue he had standing to challenge the consent seizure of his child luring messages 

from the victim’s Facebook account. There was extensive litigation around the victim’s consent. 

The victim, who suffered from “cognitive issues”, testified on the section 8 application and was 

cross-examined by the defence about her consent – all with a view to the accused challenging the 

lawfulness of her consent and seeking exclusion of the incriminating evidence against him.96 

 
2. Prolixity of litigation 

51. The appellant’s position would lead to a proliferation of pre-trial applications to exclude 

evidence obtained from third party devices. The ambit of Crown disclosure would be increased 

and the courts would be faced with prolix and otherwise irrelevant and collateral proceedings. 

When the Crown seeks to tender copies of sent messages found on a recipient’s phone, computer 

or tablet, the courts would be called upon to determine whether the conduct of the state in 
                                                      
93 R. v. Borden, [1994] 3 S.C.R. 145, at pp. 162-165. 
94 R. v. Lowrey, 2016 ABPC 131, 357 C.R.R. (2d) 76, at paras. 8-15. 
95 R. v. Craig, 2016 BCCA 154, 335 C.C.C. (3d) 28. 
96 The accused’s section 8 claim ultimately failed largely because he denied writing the Facebook messages. 
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searching the recipient’s device was a reasonable intrusion on the recipient’s privacy. Significant 

judicial time would be consumed by inquiries into the reasonableness of searches of third parties 

and their devices. Witnesses would be called to give evidence regarding searches of recipients 

which will often have no relevance to the offences before the court. The public’s interest in fair 

but efficient use of judicial resources and the timely determination of criminal proceedings 

would be undermined.97 The additional pre-trial complexity and corresponding prolixity that 

would result from accepting the appellant’s position would also make it difficult to complete 

trials within the presumptive timelines set out by this Court in Jordan.98  

 
52. These concerns are not hypothetical. Post-Pelucco trial-level decisions show delays are 

already materializing. As indicated earlier, in Lowrey the accused’s privacy claim over sent text 

messages led to lengthy litigation of the lawfulness of the child victim’s consent. Similarly, in 

Beairsto, the accused’s privacy claim over sent text messages led to lengthy litigation about the 

nature and extent of his relationship with the recipient.99 And in the present case, if Mr. 

Marakah’s standing claim were to succeed, the Crown would have to prove the lawfulness of Mr. 

Winchester’s arrest and the lawfulness of the seizure and examination of his phone – issues 

entirely collateral to the investigation and prosecution of Mr. Marakah. 

 
3. Unwarranted section 24(2) remedies 

53. The appellant’s position would give accused persons an indirect path to windfall exclusion of 

evidence based on a violation of a third party’s privacy rights. The reason is straightforward. If 

an accused person has a reasonable expectation of privacy in text messages stored on a 

recipient’s phone, the accused can seek exclusion of the recipient’s copy of the messages in any 

case where the search of the recipient’s phone is found to be unreasonable. But in many cases the 

search will be found to be unreasonable due to state conduct that intrudes upon the recipient’s 

privacy rights, not the sender’s: 

• A cell phone may be seized incident to the unlawful arrest of the recipient. 

• A cell phone may be seized during an unlawful search of the recipient’s home. 

                                                      
97 R. v. Vukelich (1996), 108 C.C.C. (3d) 193 (B.C.C.A.), at para. 17; R. v. Pires; R. v. Lising, 2005 SCC 66, [2005] 
3 S.C.R. 343, at para. 34. 
98 R. v. Jordan, 2016 SCC 27, 335 C.C.C. (3d) 403. 
99 R. v. Beairsto, 2016 ABQB 216, 37 Alta. L.R. (6th) 379, at paras. 7-32, 35-51. 
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• The seizure and examination of the recipient’s cell phone for text messages may be 
lawful, but the police may unlawfully access other data on the phone that are personal to 
the recipient (family photos, internet browsing history, financial data) but have nothing 
do with the sender.  

These violations have nothing to do with the sender’s privacy interests. Yet if the appellant is 

correct, the sender would have standing to rely on these violations in support of his section 8 

application to seek a windfall section 24(2) remedy for a violation of someone else’s rights. This 

is precisely what the standing rule in Edwards seeks to avoid.100 

 
54. Senders of text messages should not be able to gain standing, at the first stage of section 8 

analysis, on the basis that they have a reasonable expectation of privacy in stored text messages 

on a recipient’s phone, only to argue at the second stage of the analysis that because the search of 

the recipient’s phone intruded unreasonably on the recipient’s privacy, the seized messages 

should be excluded. Decisions of this Court explain why. Edwards acknowledges that breaches 

of third party rights may be relevant at the second stage of section 8 analysis.101 However, 

Thompson emphasizes that actual or potential infringements of third party rights must be 

“massive” in order to be constitutionally relevant to an accused’s section 8 claim.102  

 
55. In Thompson, the police intercepted the accused’s telephone calls by wiretapping payphones. 

There were grounds to do so, but the police took inadequate steps to prevent interceptions of 

telephone calls placed by members of the public. The accused sought exclusion of his intercepted 

calls based on these violations of other people’s rights. The lower courts held he had no standing 

to seek exclusion of his intercepted calls based on the actual or potential impact of the wiretaps 

on third parties. This Court disagreed with this categorical approach, but, significantly, limited 

the constitutional relevance of third party rights to rare situations where the impact or potential 

impact on third parties was very serious: 

In my view, the extent of invasion into the privacy of these third parties is 
constitutionally relevant to the issue of whether there has been an "unreasonable" search 
or seizure. To hold otherwise would be to ignore the purpose of s. 8 of the Charter which 
is to restrain invasion of privacy within reasonable limits. A potentially massive invasion 
of the privacy of persons not involved in the activity being investigated cannot be ignored 
simply because it is not brought to the attention of the court by one of those persons. 

                                                      
100 Edwards, at para. 34. 
101 Edwards, at para. 36. 
102 R. v. Thompson, [1990] 2 S.C.R. 1111, at p. 1143 [Thompson]. 
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Since those persons are unlikely to know of the invasion of their privacy, such invasions 
would escape scrutiny, and s. 8 would not fulfill its purpose. 

… 
In my view, in some cases the possibility of invasion of privacy of innocent persons may 
become so great that it requires explicit recognition along with the interests of the 
investigation of crime. [emphasis added]103 

 
56. This Court reaffirmed this principle in Edwards, where the accused’s section 8 claim failed 

because he had no reasonable expectation of privacy in his girlfriend’s apartment. This Court 

held that, in any event, the extent of the invasion of third party privacy would only be relevant in 

“somewhat rare circumstances”: 

In the case at bar, there is no need to consider the reasonableness of the search since the 
appellant has not established the requisite expectation of privacy. Even if it were 
necessary to consider the invasion of the privacy of Ms. Evers, I would conclude that 
there was neither a potentially massive invasion of property nor a flagrant abuse of 
individual’s right to privacy. [emphasis added]104 

 
57. Thompson and Edwards are inconsistent with the appellant’s position. An unreasonable 

search of a single cell phone to which an accused sent text messages does not rise to the level of 

a massive invasion of third party rights.  

 
e) Accepting the Crown’s position would not lead to the problematic consequences identified 

by the appellant 

58. The appellant submits that the Crown’s position would have negative implications for the 

protection of cell phone privacy in Canada because it would “allow unrestricted state access to 

private communications,” “without any lawful authority whatsoever.”105 This concern was 

shared by LaForme J.A., dissenting, who characterized the main issue on the appeal as being 

whether the state can “review and take records of these communications without legal authority 

to effect a search or seizure”.106 He held the Crown’s position would permit such police conduct 

and would lead to the routine admission of sent messages seized in violation of third party 

Charter rights.107 There are three reasons these concerns should be rejected. 

  

                                                      
103 Thompson, at pp. 1143-1144. 
104 Edwards, at para. 39. 
105 Appellant’s Factum, at paras. 4, 37, 56, 61. 
106 Reasons of LaForme J.A., dissenting, Appellant’s Record, Tab 1B, at para. 89. 
107 Reasons of LaForme J.A., dissenting, Appellant’s Record, Tab 1B, at paras. 123, 174. 
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1. The Crown’s position does not permit police to search cell phones without lawful 
authority 

59. The Crown’s position does not leave the police free to search cell phones without any lawful 

authority. An unlawful search of a recipient’s phone will remain unlawful regardless of whether 

the lawfulness of the search is justiciable in a prosecution against the sender. The outcome of this 

appeal will not change the legal requirements that apply to cell phone searches, and the Crown 

certainly does not seek to dilute the robust constitutional protections this Court has developed in 

the context of computer searches.108 Of course police require lawful authority before they seize 

and examine a person’s cell phone. The narrow issue in this appeal is whether an accused person 

can litigate the lawfulness of the seizure and examination of someone else’s phone in order to 

seek a personal remedy under section 24(2) of the Charter. 

 
2. The Crown’s position will not promote unlawful cell phone searches 

60. The Crown’s position will not incite the police to flout the well-known legal restrictions that 

apply to cell phone searches, confident they can hide behind the rules of standing to prevent 

litigation of their misconduct. This concern presumes the police are unrestrained by the law 

governing their search powers and will only conduct searches lawfully and in good faith when 

necessary to ensure evidence will be admissible in court. This presumption is unfounded and 

belied by experience. In the 20-year wake of Edwards, police have not engaged in any 

widespread practice of unlawfully searching homes looking for incriminating evidence left 

behind by visitors. Nor has it been “open season” for unlawful police vehicle searches in the 20 

years since a majority of this Court applied the Edwards/Tessling factors in Belnavis and held 

that passengers will not always have standing to challenge the lawfulness of a vehicle search.109  

 
3. The Crown’s position does not allow for the routine admission of text messages 

unlawfully seized from recipient  phones 

61. LaForme J.A., dissenting, was concerned that accepting the Crown’s position would “permit 

the Crown to routinely admit such messages into evidence even if the messages were obtained in 

defiance of Charter-protected rights and even if admission of the evidence will bring the 

                                                      
108 Fearon, at paras. 74-84; R. v. Vu, 2013 SCC 60, [2013] 3 S.C.R. 657, at paras. 37-38, 49 [Vu SCC]; R. v. Morelli, 
2010 SCC 8, [2010] 1 S.C.R. 253. 
109 Belnavis SCC, at paras. 19-25. 
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administration of justice into disrepute”.110 This concern is overstated. The Crown’s position 

does not imply that if police run roughshod over a recipient’s Charter rights, the Crown 

nevertheless has carte blanche to tender the text messages in evidence against the sender in 

every case. The sender has no reasonable expectation of privacy in a recipient’s copy of a sent 

message which could engage section 8 of the Charter. But it is open to a sender to challenge the 

use of sent messages where the police conduct in relation to the recipient is so egregious that 

using the messages at the sender’s trial would constitute an abuse of process.111 Under the abuse 

of process doctrine, the court may refuse to admit evidence if to do so would prejudice the 

sender’s right to fair trial112 or if admission would cause harm to the integrity of the justice 

system.113 So the question becomes whether the police conduct is so offensive to societal notions 

of fair play and decency that admitting the messages against the sender would harm the integrity 

of the justice system.114 If the answer is yes, the messages can be properly excluded, even though 

the sender has no standing to advance a section 8 claim. Exclusion would be justified to 

dissociate the court from the police misconduct.115 A high threshold applies to establish an abuse 

of process, but this is appropriate where the sender is seeking a remedy for police misconduct 

that engages someone else’s privacy rights. Only in exceptional cases – such as an intentional 

disregard for the Charter, a bad faith abuse of the rules of standing, or a serious systemic abuse – 

would police misconduct warrant a remedy in these circumstances.  

 
2. THE EVIDENCE OBTAINED FROM THE SEARCH OF MR. WINCHESTER’S 

CELL PHONE SHOULD NOT BE EXCLUDED UNDER SECTION 24(2) 

62. If the appellant has standing to challenge the search of Mr. Winchester’s cell phone, the text 

messages from the phone should not be excluded under section 24(2) of the Charter.116 The three 

lines of inquiry under section 24(2)117 all favour admission. 

                                                      
110 Reasons of LaForme J.A., dissenting, Appellant’s Record, Tab 1B, at para. 174. 
111 R. v. Edwards (1994), 91 C.C.C. (3d) 123 (Ont. C.A.), at pp. 130-131, 136-137; R. v. Babos, 2014 SCC 16, 
[2014] 1 S.C.R. 309, at paras. 56-57 [Babos]; R. v. Battista, 2011 ONSC 4127, [2011] O.J. No. 6510.  
112 R. v. Hart, 2014 SCC 52, [2014] 2 S.C.R. 544, at para. 88 [Hart]; R. v. White, [1999] 2 S.C.R. 417, at paras. 83-
89; R. v. Harrer, [1995] 3 S.C.R. 562, at paras. 41-43. 
113 Babos, at paras. 35, 38, 56-57; Hart, at para. 117; R. v. Jageshur (2002), 98 C.R.R. (2d) 189 (Ont. C.A.), at para. 
68 [Jageshur].  
114 Babos, at para. 35; Jageshur, at para. 15. 
115 Babos, at paras. 56-57. 
116 The trial judge did not conduct a section 24(2) analysis because he ruled against the appellant on standing. 
Nevertheless, this Court can, and should, conduct a section 24(2) analysis. There is no requirement to order a new 
trial for a section 24(2) analysis: R. v. Ngai, 2010 ABCA 10, 204 C.R.R. (2d) 223, at paras. 24, 30, 54; R. v. Squires, 
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a) The seriousness of the Charter-infringing state conduct 

63. The conduct of the police was not serious. There was no hint of bad faith in the police seizure 

and examination of Mr. Winchester’s cell phone. As the trial judge held, the police had 

reasonable grounds to arrest Mr. Winchester. And when they arrested Mr. Winchester they had a 

warrant authorizing the search of his home and car and the seizure and examination of any cell 

phones. So they clearly had a reasonable basis to seize the phone incident to arrest. As the law 

presently stands, they would have had to obtain an additional warrant before they forensically 

examined it, but this was not so clear back in 2012, when the investigation was underway.118 

 
64. LaForme J.A., dissenting, held that the Charter-infringing conduct was serious because the 

police showed “serious negligence” by engaging in a pattern of Charter violations in the seizure 

of Mr. Winchester’s phone, the search of the appellant’s apartment, and the seizure of the 

appellant’s phone. This holding fails to show deference to the trial judge’s findings that: 

• the police actions in seizing Mr. Winchester’s phone were “neither intrusive nor 
objectively unreasonable”; 

• the police actions in obtaining the warrant to search the appellant’s apartment showed no 
bad faith or systemic failure within the Toronto Police Service; and 

• the police execution of the warrant to search the appellant’s apartment similarly showed no 
bad faith.119 

LaForme J.A.’s holding also wrongly assumes there was a pattern of misconduct in the search of 

the appellant’s apartment and the seizure of his phone. As explained below, the Crown has 

powerful arguments there were no Charter violations in these searches, or if there were they 

were minor and did not come close to establishing “serious negligence” on the part of the police. 

For reasons the Crown submits are flawed, LaForme J.A. refused to consider these arguments.120 

 
b) The impact on the Charter-protected rights of the accused 

65. The impact of any breach on the appellant’s informational privacy interests was minimal: 

                                                                                                                                                                           
2005 NLCA 51, [2005] N.J. No. 253, at paras. 24-25, 41, leave to appeal refused [2005] S.C.C.A. 561; R. v. 
Washington, 2007 BCCA 540, 227 C.C.C. (3d) 214, at paras. 65, 87-89; R. v. Young (1993), 79 C.C.C. (3d) 559 
(Ont. C.A.), at pp. 566-568; R. v. Caputo (1997), 114 C.C.C. (3d) 1 (Ont. C.A.), at p. 13. 
117 R. v. Grant, 2009 SCC 32, [2009] 2 S.C.R. 353, at para. 85. 
118 Fearon, at para. 2. 
119 Reasons on Section 8/24(2) Application, Appellant’s Record, Tab 1A, at paras. 104, 117-118. 
120 Reasons of LaForme J.A., dissenting, Appellant’s Record, Tab 1B, at paras. 196-205. 
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• The text messages were otherwise discoverable. The cell phone was obviously seizable 
incident to Mr. Winchester’s arrest, and the police had the grounds to obtain a warrant to 
examine it. This Court can be certain of this because the police had obtained just such a 
warrant (to search the apartment and car for cell phones, among other things) shortly 
before Mr. Winchester’s arrest. Had the police known that examination of the cell phone 
required judicial authorization, they would have and could have obtained it. The appellant 
would have been in exactly the same position he is in now.121 

• The text messages were not personal in nature. They were criminal conspiracy texts.122 
One cannot sensibly claim these text messages fell deep within the “biographical core of 
personal information which individuals in a free and democratic society would wish to 
maintain and control from dissemination to the state.”123 

• The text messages were in the hands of a third party who owed no duty of confidentiality 
to the appellant. This factor alone places the appellant’s expectation of privacy in the text 
messages “towards the low end of the scale”.124  

 
c) Society’s interest in the adjudication of the case on the merits 

66. The text messages are highly reliable evidence. The appellant seeks exclusion of the text 

messages on Mr. Winchester’s cell phone and on his own cell phone. If he is successful there 

would be nothing left of the Crown’s case. Exclusion of the text messages would undermine the 

truth-seeking function of the justice system by making a trial on merits in this very serious gun 

trafficking case impossible. This outcome would bring the administration of justice into 

disrepute. 

 
3. THE PROVISO SHOULD APPLY IF THE TEXT MESSAGES FROM THE 

APPELLANT’S CELL PHONE ARE ADMISSIBLE 

67. Sections 686(1)(a)(ii) and 686(2) of the Code provide that a court of appeal may allow an appeal 

against conviction and either order a new trial or direct a verdict of acquittal if it is of the opinion 

that the judgment of the trial court should be set aside due to an error of law. The improper 

admission of evidence constitutes an error of law. Section 686(1)(b)(iii) of the Code (the curative 

proviso) provides that the court may dismiss the appeal notwithstanding an error of law if it is of the 

opinion that no substantial wrong or miscarriage of justice has occurred. These powers apply to 

                                                      
121 R. v. Mahmood, 2011 ONCA 693, 282 C.C.C. (3d) 314, at para. 119 [Mahmood], citing R. v Harris, 2007 ONCA 
574, 225 C.C.C. (3d) 193 [Harris], at paras. 69-73. 
122 Exhibit 1(1), Tab 4: Text Messages, Respondent’s Record, Tab 13. 
123 R. v. Plant, [1993] 3 S.C.R. 281, at p. 293. 
124 R. v. Belcourt, 2012 BCSC 796, 296 C.C.C. (3d) 163, at para. 84, aff’d on other grounds Belcourt CA. 
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this Court just as they apply to a court of appeal.125 Accordingly, if this Court were to conclude 

that the trial judge erred in law by admitting the text messages from Mr. Winchester’s phone, it 

should allow this appeal and either order a new trial or direct verdicts of acquittal unless it is 

satisfied the improper admission of the text messages occasioned no substantial wrong or 

miscarriage of justice, in which case the appeal should be dismissed. 

 
68. The Crown submits the admission of the text messages from Mr. Winchester’s phone 

occasioned no substantial wrong or miscarriage of justice because exactly the same incriminating 

text messages were admissible from another source: the appellant’s phone. The majority of the 

Court of Appeal for Ontario did not address this argument because it concluded the text messages 

from Mr. Winchester’s phone were properly admitted. But LaForme J.A., dissenting, held that the 

Crown’s attempt to apply the curative proviso in this fashion amounted to an improper “cross 

appeal” of the trial judge’s decision to exclude the text messages from the appellant’s phone. He 

reasoned that because the court had no jurisdiction to entertain a Crown appeal from conviction, the 

Crown could not “appeal” the trial judge’s decision to exclude the text messages from the 

appellant’s phone. Accordingly, LaForme J.A. did not consider the merits of the Crown’s arguments 

that the text messages from the appellant’s phone should have been admitted.126 LaForme J.A.’s 

position should be rejected. There are five reasons. 

 
69. First, the Crown’s attempt to apply the curative proviso does not constitute an improper “cross-

appeal” for which the court lacks jurisdiction. This Court has conclusively held it is open to a 

respondent to advance any argument to sustain the judgment below. A respondent is not limited to 

the appellant’s points of law. When a respondent raises new issues to sustain the judgment below, it 

is not “cross-appealing” from the decision of the lower court, and the respondent need not anchor its 

arguments in some special jurisdiction beyond the court’s jurisdiction to hear the appeal itself. The 

only limit, not applicable here, is that the respondent cannot raise an entirely new argument, not 

raised below, and in relation to which it might have been necessary to adduce evidence at trial.127 

 
70. Second, there is no reason in principle to preclude the operation of the proviso in a case like this 

one, where a trial judge’s improper admission of evidence is neutralized by the improper exclusion 

                                                      
125 Supreme Court Act, R.S.C., 1985, c. S-26, s. 45 
126 Reasons of LaForme J.A., dissenting, Appellant’s Record, Tab 1B, at paras. 196-205. 
127 R. v. Perka, [1984] 2 S.C.R. 232, at p. 240; R. v. Keegstra, [1995] 2 S.C.R. 381, at pp. 398-403. 
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of exactly the same evidence obtained from another source. The application of the proviso is not 

limited to certain kinds of cases involving certain kinds of legal error. It can and ought to be 

applied in any case where the appellate court is satisfied on the facts that “the verdict would 

necessarily have been the same” if the trial had been conducted error free.128 In the present case, 

there can be no doubt the verdict would necessarily have been the same if the incriminating text 

messages had been admitted from the appellant’s phone as opposed to Mr. Winchester’s phone.  

 
71. Third, to categorically exclude the operation of the proviso from cases like this one, as did 

LaForme J.A., is to undermine the whole point of the proviso. The proviso operates to ensure the 

verdict of a trier of fact is respected and not unduly interfered with because of technical and 

inconsequential legal mistakes. It also avoids the needless waste of resources that would come 

from ordering re-trials in cases where an accused person has already received a fair trial on the 

merits and the trier of fact has delivered a true verdict. If the Crown is correct that the text 

messages from the appellant’s phone should have been admitted, the improper admission of the 

same text messages from Mr. Winchester’s phone is inconsequential in every possible sense. To 

nevertheless accede to the appellant’s request for acquittals would bring the administration of justice 

into disrepute. This Court has repeatedly and firmly warned against this.129 

 
72. Fourth, the law is settled that an appellate court may take into account wrongly excluded 

incriminating evidence in deciding whether the appropriate remedy following a successful appeal 

from conviction is an order for a new trial rather than an acquittal. Where an appellate court 

concludes that incriminating evidence was improperly admitted at trial, and that if it had not been 

admitted a guilty verdict would be unreasonable, the normal disposition is an acquittal. However, 

the Crown can respond by arguing that other incriminating evidence was improperly excluded, and 

if had been admitted a guilty verdict would be reasonable. The proper disposition in such a case is 

an order for a new trial rather than an acquittal. Applying this law to the present case, if the Crown 

is correct that the text messages from the appellant’s phone should have been admitted, at the very 

least this Court should reject the appellant’s request that acquittals be entered, and instead should 

order a new trial. But it would be unprincipled to stop there. Because the text messages from both 

                                                      
128 R. v. S.(P.L.), [1991] 1 S.C.R. 909, at p. 914; R. v. Bevan, [1993] 2 S.C.R. 599, at pp. 616-617. 
129 Chibok v. The Queen (1956) 116 C.C.C. 241, S.C.J. No. 83, at p. 146; R. v. Jolivet, 2000 SCC 29 at para. 46; R. 
v. Van, 2009 SCC 22 at para. 35. See also: R. v. Sarrazin, 2011 SCC 54, [2011] 3 S.C.R. 505, at para. 24; R. v. 
Sekhon, 2014 SCC 15, [2014] 1 S.C.R. 272, at para. 57. 
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phones were identical, the only just result is that the trial judge’s true verdict be respected and the 

appeal be dismissed.130 

 
73. Fifth, there is authority from this Court directly on point which supports the application of the 

proviso in cases like this one. In C. (W.B.), this Court affirmed the decision of the majority of the 

Court of Appeal for Ontario to apply the curative proviso.131 C. (W.B.) was a child sexual assault 

case involving similar fact evidence relating to a prior sexual assault to which the appellant had 

pleaded guilty. The Crown sought to prove the facts of the prior sexual assault through two different 

means: a hearsay statement from the victim in which she described the facts of the prior sexual 

assault, and a transcript of the guilty plea proceedings in which the appellant admitted the facts of 

the prior sexual assault. The trial judge admitted the former and excluded the latter. The Court of 

Appeal concluded he got both rulings wrong: he should have admitted the latter and excluded the 

former. The two pieces of evidence established the same facts, and the defence would have been the 

same regardless of which form of evidence was admitted. So the reciprocal errors cancelled out, the 

curative proviso fairly applied, and the appeal from conviction was dismissed.132 

 
74. LaForme J.A. held that C. (W.B.) was distinguishable on the basis that C. (W.B.) really involved 

a single “global error” about the mode of proof of the prior sexual assault, whereas the present case 

involved “two decisions” that cannot “be considered as one”. This suggests the proviso cannot take 

into account reciprocal errors unless they are “considered as one” – a principle that finds no support 

in the cases. It also wrongly assumes that the trial judge’s decision to exclude the text messages 

from the appellant’s phone was unrelated to his decision to admit the same messages from Mr. 

Winchester’s phone. As indicated earlier, the trial judge linked his decision to exclude the text 

messages from the appellant’s phone to his decision to admit the same text messages from Mr. 

                                                      
130 R. v. Harvey (2001), 160 C.C.C. (3d) 52 (Ont. C.A.), at paras. 30-34; aff’d on other grounds 2002 SCC 80, 
[2002] 4 S.C.R. 311; R. v. Pittiman, 2006 SCC 9, [2006] 1 S.C.R. 381, at para. 14; R. v. Graham, 2013 BCCA 75, 
299 C.C.C. (3d) 204, at paras. 25; 41-42; R. v. James, 2011 ONCA 839, 283 C.C.C. (3d) 212, at para. 57. 
131 R. v. C. (W.B.), 2001 SCC 17, [2001] 1 S.C.R. 530. 
132 R. v. C. (W.B.) (2000), 142 C.C.C. (3d) 490 (Ont. C.A.), at paras. 62, 65-74. See also R. v. Head, 2014 MBCA 
59, 310 C.C.C. (3d) 474, leave to appeal refused [2014] S.C.C.A. No. 340, at paras. 38-40 and R. v. L.J.N., 2015 
ABCA 27, 319 C.C.C. (3d) 526, at para. 50, where the courts held that in assessing whether the erroneous admission 
of incriminating evidence is inconsequential, an appellate court may take into account that other incriminating evidence 
to the same effect was properly before the trier of fact. 
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Winchester’s phone. In his dissenting judgment, LaForme J.A. drew the same link.133 The fact that 

both the trial judge and LaForme J.A. linked their section 24(2) rulings respecting the appellant’s 

phone and Mr. Winchester’s phone is a powerful indication the two rulings were as closely related 

as the reciprocal errors were in C. (W.B.). 

 
4. THE TEXT MESSAGES FROM THE APPELLANT’S CELL PHONE ARE 

ADMISSIBLE 

75. The trial judge held that the warrant to search the appellant’s apartment was invalid due to 

overbreadth and a lack of grounds for some of the items to be searched for and seized. He also held 

that the appellant’s cell phone was not seized pursuant to the warrant because the appellant 

momentarily had it in his personal possession during warrant execution. Neither conclusion is 

sustainable. The text messages from the appellant’s cell phone are admissible. 

 
a) The warrant as a whole was valid 

76. Where a search warrant is reviewed and part of the warrant is ruled to be invalid, the invalid 

portion may be severed by the court, leaving the remainder of the warrant valid. The entire 

warrant should not be quashed. The seminal authority is the decision of the British Columbia 

Court of Appeal in Johnson & Franklin Wholesale Distributors Ltd. 134 In that case, a search 

warrant was issued that specified two categories of items to be seized. The court ruled one of the 

categories of items was overbroad and thus invalid. The proper outcome was not to invalidate the 

entire warrant, but rather to sever the invalid portion from the otherwise valid warrant that 

remained. This is known as the doctrine of severability. This Court and other courts across 

Canada have applied this doctrine and have consistently found that invalid clauses in a judicial 

authorization such as a search warrant do not invalidate the authorization as a whole. Any 

evidence seized pursuant to the remaining, valid portions of the authorization will be found to 

have been seized lawfully despite other offending portions of the authorization.135  

                                                      
133 LaForme J.A. relied on alleged Charter violations relating to the search of the appellant’s apartment and the seizure 
and examination of the appellant’s phone to find a pattern of police misconduct which supported the exclusion of the 
messages from Mr. Winchester’s cell phone. 
134 R. v. Johnson & Franklin Wholesale Distributors Ltd. (1971), 3 C.C.C. (2d) 484 (B.C.C.A.), at pp. 487-491. 
135 R. v. Grabowski, [1985] 2 S.C.R. 434, at p. 453; R. v. Lachance, [1990] 2 S.C.R. 1490, at p. 1500, quoting R. v. 
Lachance, [1988] O.J. No. 151 (C.A.); R. v. Paterson (1985), 18 C.C.C. (3d) 137, (Ont. C.A.), at pp. 146-150; aff’d 
[1987] 2 S.C.R. 291; R. v. Shayesteh (1996), 111 C.C.C. (3d) 225 (Ont. C.A.) at pp. 238-39; R. v. Thompson, [1990] 
2 S.C.R. 1111; R. v. Whitaker, 2008 BCCA 174, [2008] B.C.W.L.D. 3684, at para. 46; R. v. MacDonald (2005), 
[2005] O.J. No. 551 (S.C.), at para. 13; R. v. L.F. (2002), 166 C.C.C. (3d) 97 (Ont. C.A.), at paras. 20, 34; R. v. 
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77. The trial judge failed to apply the doctrine of severability. The warrant authorizing the search of 

the appellant’s apartment described 13 categories of evidence to be searched for and seized.136 

Putting the appellant’s arguments at their highest, only some of the categories of evidence were 

overbroad or unsupported. The 13 categories of evidence are set out below. The appellant only 

challenged the red categories of evidence:  

 
Categories of Evidence Description 

1, 2, 3 Firearms, ammunition, and documents relating to firearms 

4, 5 
Documents (electronic or paper) which: 
a) contain a personal identifier (name, address, etc.), and 
b) show an association or lack of association with the premises, 

firearms or ammunition. 

6 Electronic devices (cell phones, computers, USB thumb drives, etc.) to 
be examined to locate the documents described above. 

7 
Personal items and labelled items (clothes, medications, hairbrushes, 
purses, luggage, etc.) showing an association or lack of association 
with the premises, firearms or ammunition. 

8 Documents showing a connection between Mr. Winchester and the car 
police believed he used. 

9 

Documents (including phone logs, electronic messages, hand-written 
messages, and photographs) showing a connection between the 
appellant, Mr. Winchester and/or Mr. Green (Mr. Green was another 
alleged co-conspirator). 

10 
Documents showing financial transactions between the appellant, Mr. 
Winchester and/or Mr. Green and other transactions involving 
firearms trafficking. 

11, 12, 13 
Items and documents relevant to firearm serial number removal 
(grinding equipment, metal flakes, dust and residue, instructional 
material, etc.). 

 
78. Even if one were to accept the appellant’s position, the warrant properly issued to search for the 

remaining, black categories of evidence. The trial judge erred in concluding the disputed categories 

                                                                                                                                                                           
Munroe (1985), 19 C.C.C. (3d) 486 (Alta. C.A.), at paras. 4-5; R. v. PSI Mind Development Institute Ltd. (1977), 37 
C.C.C. (2d) 263 (Ont. H.C.J.), at p. 270-272; R. v. B. (J.E.) (1989), 52 C.C.C. (3d) 224 (N.S.C.A.), at pp. 229-232. 
136 These categories are reproduced at Schedule A to the Reasons on Section 8/24(2) Application, Appellant’s 
Record, Tab 1A. 
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of evidence somehow rendered the warrant invalid as a whole. But he also erred in his assessment 

of the disputed categories of evidence.  

 
b) The trial judge erred in his assessment of the disputed categories of evidence  

1. Categories 4 and 5 

79. The trial judge concluded categories 4 and 5 were overbroad. The documents described in 

categories 4 and 5 were relevant. Documents showing an association with firearms or ammunition 

were obviously relevant. So were documents showing an association with the apartment. Police 

had grounds to believe firearms, ammunition and other incriminating evidence would be found in 

the apartment. It was essential to establish who had knowledge and possession of these 

incriminating items. Knowledge and possession of items in the apartment could be proven by 

evidence showing an association with the apartment itself. The documents described in categories 4 

and 5 were capable of showing an association with the apartment, so they would afford evidence.  

 
80. Categories 4 and 5 were not overbroad. There is nothing overbroad about searching for and 

seizing identifying documents for the purpose of determining association with, occupancy of, or 

ownership of premises where offences are reasonably believed to be taking place. The leading 

authority is Vu, in which this Court upheld a warrant that authorized precisely this.137 Police 

were investigating the theft of electricity in a residence. They obtained a warrant authorizing a 

search of the residence for, inter alia, any documents identifying ownership and/or occupancy of 

the residence.138 The British Columbia Court of Appeal held this was appropriate, reasoning that 

a restrictive approach to the documents to be searched for and seized would defeat the purpose of 

search warrants.139 One of the main objects of the investigation was to determine who was in 

control of premises in which criminal activity was believed to be taking place. An examination 

of ownership or occupancy documents within the premises would assist in this inquiry.140 It was 

open to the issuing justice to infer that such documents would be found in the premises because 

                                                      
137 Vu SCC. 
138 R. v. Vu, 2011 BCCA 536, 285 C.C.C. (3d) 160, at para. 2 [Vu CA]. 
139 Vu CA, at paras. 29-31. 
140 Vu CA, at para. 37.  
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the premises were a residence – precisely the kind of place where such documents may 

reasonably be expected to be found.141 

 
81. The court also held that the description of the documents to be searched for and seized was 

not overbroad.142 Like the appellant, Mr. Vu argued that the phrase “[d]ocumentation identifying 

ownership and/or occupancy” was impermissibly vague as it “vest[s] in the police a virtual ‘carte 

blanche’ to interpret [the warrant] any way they desired”.143 This argument was rejected by the 

court: “… as the police were engaged in an investigation that involved determining who was in 

control of the [residence], the description of the ‘documentation’ they were authorized to search 

for was as specific as it needed to be.”144 On further appeal to this Court, this Court affirmed that 

the authorizing justice could lawfully issue the warrant to search for documents evidencing 

ownership or occupation of the premises.145 The same conclusion applies in this case.  

 
2. Category 6 

82. The trial judge wrongly concluded there were insufficient grounds for category 6.146 

Category 6 authorized the search for, seizure of, and examination of electronic devices to locate 

the relevant documents specified in the warrant. Category 6 complied with this Court’s decision 

in Vu, which mandates specific judicial authorization if police intend to examine electronic 

devices located during execution of a warrant.147 In the present case, the authorizing justice 

decided the threshold for a computer search had been met. The trial judge wrongly disagreed. He 

erred in two ways. 

 
83. First, the trial judge misconstrued the test that must be met for a valid computer search. He 

concluded that, but for a single electronic device discussed below, there were not reasonable 

grounds to believe the electronic devices would be found at the apartment.148 But in Vu, this 

Court held police do not have to establish this. If police intend to search electronic devices found 
                                                      
141 Vu CA, at paras. 26-43. See also: R. v. Sanchez (1994), 93 C.C.C. (3d) 357 (Ont. Ct. (Gen. Div.)), at pp. 370-371; 
R. v. Sutherland, [1998] B.C.J. No. 2914 (S.C.), at paras. 3-14; R. v. Ahmad, [2009] O.J. No. 6164 (S.C.), at paras. 
40-52; R. v. Smith, 2011 ONSC 6560, 247 C.R.R. (2d) 150, at paras. 25-28.  
142 Vu CA, at paras. 46-52. 
143 Vu CA, at paras. 46-52. 
144 Vu CA, at paras. 46-52. 
145 Vu SCC, at para. 18. 
146 Reasons on Section 8/24(2) Application, Appellant’s Record, Tab 1A, at paras. 64-67. 
147 Vu SCC, at para. 47. 
148 Reasons on Section 8/24(2) Application, Appellant’s Record, Tab 1A, at paras. 64-66. 
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within premises they want to search, they do not need to establish reasonable grounds to believe 

the electronic devices will be found in the place. They must only establish reasonable grounds to 

believe any electronic devices they discover will contain the documents the warrant authorizes 

them to search for.149 On the facts in Vu, this Court concluded the police had grounds to search 

for, seize, and examine electronic devices.150 This conclusion applies equally to the present case. 

In Vu, as in the present case, there were grounds to believe documents showing ownership and/or 

occupancy of the residence would afford evidence and would be found in the residence. But 

there was no evidence any particular electronic devices would be found, nor evidence the devices 

would contain the relevant documents. Nevertheless, this Court found there were grounds for a 

computer search. This is because there is a powerful common sense inference not only that 

documents showing ownership or occupancy will be found in a residence, but also that these 

documents will be found in electronic form in electronic devices found in the residence.  

 
84. Second, even if, contrary to the Crown’s submissions, there was no basis for the issuing 

justice to authorize the search for, seizure of, and examination of some of the specific electronic 

devices described in category 6, there was a basis to search for, seize and examine the appellant’s 

cell phone. The trial judge rightly concluded that the unredacted ITO disclosed grounds to search 

for, seize, and examine one of the electronic devices described in category 6 (he could not be 

more specific because the grounds were sealed).151 And the appellant never challenged the 

search of his apartment for phone logs and electronic messages,152 both of which are found on 

cell phones.153 Putting the appellant’s position at its absolute highest, the trial judge should have 

severed from the warrant the specific devices for which there were no grounds, and affirmed the 

search for device(s) for which there were grounds, including the appellant’s cell phone. 

 
3. Category 7 

85. The trial judge concluded category 7 was overbroad. The alleged overbreadth of category 7 is 

irrelevant. The police did not rely on category 7 to seize any evidence. Even if category 7 was 

                                                      
149 Vu SCC, at para. 48. 
150 Vu SCC, at para. 69. 
151 Reasons on Section 8/24(2) Application, Appellant’s Record, Tab 1A, at para. 66. 
152 Category 9. 
153 The appellant advanced general arguments about the validity of the warrant as a whole, but he did not specifically 
challenge the search for phone logs or electronic messages. 
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overbroad, the appropriate remedy would be to sever it from the warrant. The remaining warrant 

authorized the police to search for the very few items they seized.  

 
c) The seizure and examination of the cell phone was authorized by the warrant 

86. Section 487 search warrants authorize the search of places, not people.154 So if an occupant is 

present at a location being searched pursuant to a section 487 warrant, the warrant does not 

authorize the search for items in the occupant’s personal possession. In the present case, the warrant 

authorizing the search of the appellant’s apartment contained an express provision to this effect.155 

The trial judge concluded that because of this condition, the appellant’s cell phone was not seized 

pursuant to the warrant.156 

 
87. The facts do not support this finding. As indicated earlier, according to the appellant’s 

testimony, which was accepted by the trial judge, the appellant picked up the phone only after the 

police had rammed the door in execution of the warrant. Seconds later police were in the room 

yelling for him to get on the ground. An officer “took him down” and, in doing so, knocked the cell 

phone from his hand.157 Another officer later seized the phone from the floor. The trial judge 

concluded the operative time for determining if the cell phone was on the appellant’s person was not 

when the warrant was executed, and not when the phone was seized: it was the fleeting moment in 

between when the police “entered the room where [the appellant] was,” at which point the appellant 

was momentarily holding the phone in his hand.158 This conclusion does not appear to be supported 

by any cases. It also amounts to bad criminal law policy: 

• The trial judge’s approach encourages criminals to race to their cell phones and computers 
when police are ramming their doors in order to frustrate police efforts to access relevant 
data with a search warrant.  

• With criminals racing to their cell phones and computers, warrant execution becomes more 
volatile. The trial judge’s approach thereby puts officers and occupants at greater risk of 
harm. This is no small concern, given that warrant execution is already extremely 
dangerous, particularly in firearms trafficking investigations, like this one, where police 
have good reason to believe occupants may be armed. 

                                                      
154 Scott Hutchison, Hutchison’s Canadian Search Warrant Manual 2005 (Toronto: Carswell, 2005), at p. 100.  
155 Reasons on Section 8/24(2) Application, Appellant’s Record, Tab 1A, Schedule A, category 6. 
156 Reasons on Section 8/24(2) Application, Appellant’s Record, Tab 1A, at paras. 77-81. 
157 Evidence of Nour Marakah, Transcript of June 27, 2014, Respondent’s Record, Tab 7, at pp. 10-12; Defence 
Submissions, Transcript of July 15, 2014, Respondent’s Record, Tab 9, at p. 6. 
158 Reasons on Section 8/24(2) Application, Appellant’s Record, Tab 1A, at para. 81. 
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• The trial judge’s approach trivializes a rule designed to prevent potentially invasive searches 
of occupants. The appellant’s body was not “searched” in any sense of the word. His 
personal privacy interests were not engaged by the seizure of his phone. Yet he seeks to 
invoke a condition of the warrant that was designed to safeguard his personal privacy 
interests, in order to obtain a windfall benefit. 

 
88. If, contrary to the Crown’s submissions, the trial judge was technically correct that the cell 

phone could not be seized and examined pursuant to the search warrant, the police would still have 

seized and examined it. The phone was readily seizable incident to the appellant’s arrest. 

Alternatively, following the appellant’s arrest it was on the floor in plain view and was seizable 

pursuant to section 489 of the Code (the statutory plain view seizure power). Regardless of how it 

would have been lawfully seized, this Court can be certain the police had the grounds to then obtain 

a warrant to examine its contents because they arrived at the apartment having obtained just such a 

warrant. These arguments are all highly relevant to this Court’s section 24(2) analysis. 

 
d) The evidence obtained from the appellant’s cell phone should not be excluded under 

section 24(2) 

89. If there were a section 8 violation, this is manifestly a case for the admission of evidence 

under section 24(2) of the Charter. The trial judge’s section 24(2) analysis is not entitled to 

deference because it is tainted by errors.159 It was based on: 

• The erroneous finding that the warrant to search the apartment was invalid as a whole. 
This error led to the erroneous conclusion the section 8 violation was serious because it 
resulted in an unlawful search of a residence.  

• An erroneous assessment of overbreadth of the search warrant. 

• An erroneous approach to the grounds required for a computer search. 

• The conclusion that the Crown’s case would not be gutted by the exclusion of the 
evidence – a conclusion the appellant now seeks to subvert on appeal.  

 
90. On a proper analysis, the three lines of inquiry under section 24(2) favour admission: 

• The seriousness of the Charter-infringing state conduct:  

The conduct of the police was not serious. The trial judge correctly concluded the police 
acted in good faith in obtaining and executing the search warrant.160 The police properly 
obtained a warrant and acted under the reasonable belief it was valid. The trial judge 

                                                      
159 Vu SCC, at para. 67. 
160 Reasons on Section 8/24(2) Application, Appellant’s Record, Tab 1A, at paras. 117-118. 
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correctly concluded the police had reasonable grounds supporting the issuance of the 
warrant.161 

• The impact of the breach on the Charter-protected interests of the accused: 

The impact of any breach on the appellant’s territorial privacy interests was non-existent: 
the warrant as a whole was not invalid, so police would have searched his apartment with 
a valid warrant in any event. The impact of any breach on the appellant’s informational 
privacy interests was minimal: even if the cell phone was not properly seized and 
examined pursuant to the search warrant, it would have been seized by lawful means 
(incident to arrest or pursuant to section 489 of the Code), and examined by lawful means 
with a search warrant for which the police obviously had grounds. Had the police known 
the examination of the cell phone required further judicial authorization, they would have 
and could have obtained it. The appellant would have been in exactly the same position 
he is in now.162 

• Society’s interest in the adjudication of the case on its merits: 

The text messages are highly reliable evidence. The appellant seeks exclusion of the 
messages on his phone and on Mr. Winchester’s phone. As indicated earlier, if he is 
successful there would be nothing left of the Crown’s case. Exclusion of the text 
messages would undermine the truth-seeking function of the justice system by making a 
trial on the merits impossible. This outcome would bring the administration of justice into 
disrepute. 

 
PART FOUR: SUBMISSIONS CONCERNING COSTS 

 
91. The Crown respectfully submits that costs should not be ordered. 

 
PART FIVE: ORDER SOUGHT 

 
92. The Crown respectfully requests that this appeal be dismissed. 

 
 ALL OF WHICH is respectfully submitted by, 

 
 
 
_________________________   _________________________ 
Randy Schwartz     Andrew Hotke 
Of counsel for the respondent   Of counsel for the respondent 
 
Dated January 6, 2017  

                                                      
161 Reasons on Section 8/24(2) Application, Appellant’s Record, Tab 1A, at paras. 69-73. 
162Mahmood, at para. 119, citing Harris, at paras. 69-73. 
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